Module 7

	INTERNAL CONTROL

Readings: 
Sawyer 
Chapter 2 "CONTROL"
LEARNING OBJECTIVES

Internal control described. The internal auditor's responsibility with respect to internal control. The procedures an internal auditor performs to evaluate internal controls.

Specific Course Objectives covered by this module include:

5. Students will demonstrate the ability to successfully address issues in conducting an internal auditing assignment. 



INTRODUCTION

The material presented below will differ from the text material. Both complement rather than contradict the other. The student may want to review the material below first, then the text material, and finally prepare an outline or study notes integrating both sets of materials 



RESPONSIBILITY FOR INTERNAL CONTROL


Management has the ultimate responsibility for an organization’s internal control structure. The Foreign Corrupt Practices Act (FCPA) requires publicly traded companies to maintain an adequate system of internal control. 

The Federal Sentencing Guidelines include maintaining an adequate system of internal control as a mitigating factor in determining fines or penalties for violating Federal laws. Tradition and common sense place the responsibility for internal control with management.

Internal auditors in their role of assisting managers can give valuable service by reviewing the organization’s internal control structure and making recommendations to improve its effectiveness. 

External auditors, during a financial audit, are required to review their client’s internal control structure to determine the nature, timing and extent of their tests. They are required to report deficiencies in the internal control structure of their clients. 

However, it should be noted that the external auditor’s review of internal control is usually limited in scope to examining controls over the financial reporting system. 


(COMMITTEE OF SPONSORING ORGANIZATIONS) COSO VIEW OF INTERNAL CONTROL


Due to a rash of financial reporting scandals during the 1980s, five organizations, The American Accounting Association, Financial Executives Institute, The Institute of Management Accountants, The American Institute of Certified Public Accountants, and The Institute of Internal Auditors, sponsored a commission entitled, "The National Commission on Fraudulent Financial Reporting." This commission, better known as the Treadway Commission, observed that a common definition of internal control needed to be developed. 

Consequently, the five sponsoring organizations formed COSO, or Committee of Sponsoring Organizations of the Treadway Commission, and assigned to it the responsibility for developing the common definition of internal control. 

COSO fulfilled its responsibility in September 1992 with the issuance of its final report, "Internal Control Integrated Framework." The final report is usually referred to as the COSO Report and has been accepted by most auditors as the most authoritative guidance on internal control. 

The COSO Report defines internal control as a "process, affected by an entity’s board of directors, management, and other personnel, designed to provide reasonable assurance regarding the achievement of objectives in the following categories: effectiveness and efficiency of operations, reliability of financial reporting, and compliance with laws and regulations."

Two important points need to be discussed about this definition. First, internal controls should cover the entire organization and not just the accounting records or financial reporting system. Second, the concept of reasonable assurance means that the cost of controls in terms of reduced flexibility should not exceed their benefit in terms of assurance or the prevention of losses. 

To put it another way, internal controls will never prevent all losses. Hence they must be designed to give a maximum amount of assurance with a minimum of cost or aggravation to the organization.

According to COSO, "An organization’s internal control system is comprised of five elements: 

Control Environment, 

Risk Assessment, 

Control Procedures, 

Monitoring, and 

Information & Communication." 

The control environment is an organization’s overall attitude toward controls. It is the tone at the top. 

Risk assessment is the process of identifying the risks faced by the organization. Once these risks have been identified then specific control procedures can be designed and implemented to address them. 

Monitoring is important to ensure controls are functioning as designed. 

Finally, management uses an organization’s information and communication system to maintain the system of internal controls. 
TYPES OF INTERNAL CONTROL


Internal controls can be classified according to business function: 
• Planning
• Organizing or Organizational
• Directing and Controlling or Operating 
TYPES OF CONTROLS


Controls can also be classified according to when they occur in relation to an operation: 

Prevention (before the operation. Examples: a lock on a door, training, or segregation of duties)

Detection (after the operation has taken place. Examples: smoke detector, or burglar alarm)

Corrective (occur during the operation and react soon enough to address deficiency. Example: thermostat)

Of the three types of control identified above, the most effective is preventive followed by corrective and detective.
MEANS OF ACHIEVING CONTROL


Designing an effective internal control system is an art not a science. Even the COSO does not offer much detailed guidance. A combination of the following means are used in designing an internal control system: 

• Organization
• Policies
• Procedures
• Personnel
• Accounting
• Budgeting
• Reporting
• Internal Review 



THE PROCEDURES FOR REVIEWING CONTROLS

Internal auditors perform the following procedures in reviewing an auditee’s internal control system:

1.Gain an understanding of the internal control system by interviewing, reviewing documents or observing processes. 

2.Document the understanding by preparing a narrative, flowchart, or both.

3.Assess controls by identifying risks and related controls.

4.Test significant controls to ensure they are functioning.

5.Reassess controls based on test results.

6.Report controls missing or not functioning.
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