Module 8

	INFORMATION TECHNOLOGY AND THE INTERNAL AUDITOR

Readings: 
Sawyer 
Chapters 13 - 16 
Learning Objectives

The differences between manual systems and automated systems. Controls which should be present in automated systems. Applying these controls to different types of systems. The different approaches to reviewing automated systems

Specific Course Objectives covered by this module include:

5. Students will demonstrate the ability to successfully address issues in conducting an internal auditing assignment. 


INTRODUCTION

The material presented below will differ from the text material. Both complement rather than contradict the other. The student may want to review the material below first, then the text material, and finally prepare an outline or study notes integrating both sets of materials. 


DEVELOPMENTS IN INFORMATION TECHNOLOGY

The first business operations were automated in most organizations during the 1960s and 1970s. The computers used were mainframes and processing was centralized. The functions initially automated tended to be those requiring the manipulation of large amounts of data (examples include payroll, accounting, billing, etc.). Hence, these operations were called Data Processing (DP) or Electronic Data Processing (EDP). 

Gradually, more and more of organization’s information was processed by computers until the concept of Information Systems (IS or ISYS) or Management Information Systems (MIS) was developed. As these higher levels of information were automated, users wanted more flexibility and responsiveness from the systems they were using. Processing first became decentralized and then distributed. 

Personal computers (PCs) emerged in the 1980s and were quickly adopted. These were subsequently connected to each other and to mainframes in networks. The 1990s witnessed the adoption of the Internet as the information super highway. The new term for computer systems is Information Technology or IT. 
Some observations concerning IT:

The only constant concerning IT is that there is no constant in IT. IT will continue to evolve due to technological innovation.

There is an inherent conflict between control and convenience not often recognized by IT professionals.

Auditors have the same responsibilities with respect to an automated system as a manual system. This means that auditors must become proficient in the IT system they are auditing.

IT professionals do not recognize the importance of manual control procedures and will often not include them when designing a system or developing business continuation plans. 

IT systems if they are designed properly are more controlled than manual systems but if they are improperly designed then they are less controlled than manual systems. Another way of putting this is, when things go wrong in an IT environment they go very wrong. 

IT CONTROLS

Controls functioning over an IT system are usually described in terms of a centralized IT system. This is done here, followed by a description of various IT systems and the controls to be stressed in each system. 

In a centralized IT system, two broad types of control exist. The first type addresses system wide concerns or risks and are called "General" or "System Wide" Controls. These controls need only be evaluated once for each IT system examined.

The other type of controls are called "Application" Controls. They address concerns or risks specific to individual routines or sets of programs called applications. Examples of applications include payroll, billing, general ledger, etc. Application controls must be reviewed for each application. The auditor cannot legitimately conclude that applications controls are working for all applications by reviewing a sample of applications. It only takes one poorly controlled application to spell disaster for the entire system. All applications must be properly controlled. 


GENERAL (SYSTEM WIDE) CONTROLS

General or system wide controls include policies and procedures in the following areas: changes to the system, operations, back-up, and security. The discussion here is obviously limited. The student should note that there are many more control procedures than those described in this module. 


CHANGES TO THE SYSTEM

Changes to the system should occur for good business reasons. A steering committee or similar body should be appointed and include a representative from user departments. The steering committee should provide general guidance on IT matters for the organization. Part of this task involves determining which projects to implement. 

Changes to the system should follow a life cycle approach with the following steps:
· Problem identification by user departments 

· Feasibility studies of user department proposals 

· Approval of change by steering committee 

· Design of new system by system analysts, and programmers 

· Implementation either by fast start or by parallel processing 

· Post implementation review
OPERATIONS

Controls over operations insure that information is processed in a business like manner. Two areas to be addressed include scheduling, and ergonomics. Scheduling involves ensuring that the IT resources are used efficiently and effectively. This may mean moving routines with large amounts of routine data operations to off peak times freeing up IT resources for inquiry and decision making uses during peak times.

Ergonomics is the study of the interaction between machines and human beings. Recently, subtle yet serious health consequences have been associated with prolonged use of computers, particularly PCs. IT professionals and system users should be aware of these health hazards and take preventive measures. 
BACK-UP

Practically everyone who has used a computer knows the frustration of losing a large amount of data because they did not have a second (back-up) copy. Organizations have ceased to exist because they failed to effectively back-up their data. A back-up copy of an organization's system should be done daily and stored in a safe location. On a periodic basis (weekly) a copy of the back up should be sent to a safe off-site location. 

Off-site means a location located far enough away from the organization's computers that data stored there will not be destroyed by the same disaster affecting the organization's computers. Examples of such disasters include: hurricanes, floods, tornado's, fires, and possibly nuclear warfare. 

In addition to backing-up the system, the organization should develop a business continuation or disaster recovery plan. Such a plan should include provisions to replace hardware, software, manual procedures, and personnel in time for the organization to resume operations. Most business continuation plans fail to adequately cover manual procedures and personnel. Even if they do, all business continuation plans must be tested to ensure they will work. It is too late after a disaster occurs to determine if the plan works.
SECURITY

Security involves protecting the IT system from unauthorized access. Physical access to the IT system should be limited to those who have to operate it. Terminals should shut down if not used within a certain period of time. Access to data and programs should be controlled. Usually this is done through passwords. These are universally used and abused. To be truly effective, passwords should contain a string of numbers and letters and should not be a recognizable word or phrase. They should never be written down or shared. Practically everyone violates one or more of the rules just described. This is the clearest example of the conflict between convenience and control. 

Individuals within an organization should be given access to data only to the extent they need the data to perform their jobs. More and more organizations are retaining sensitive data on individuals. The organizations faces severe consequences if the privacy of these individuals are compromised. Some information is not routinely shared even with an organization's employees.

A major problem with IT systems is that functions that were previously performed by separate individuals are now performed in one place by the computer. Proper supervision must be exercised to prevent abuses and mistakes. In addition, IT departments may not have enough personnel to effectively segregate duties needing segregation. At a minimum the following roles should be segregated: systems analysts, systems programmers, and computer operators. In addition, the IT department should not authorize any transactions or system changes. 

APPLICATION CONTROLS

Each application must have controls to ensure they function properly. These are usually classified as Input, Processing, and Output. In reality the same control procedures are used. The only difference is when they occur in the processing cycle. Input controls ensure that raw data is converted to machine readable format. Processing controls ensure that the machine readable data is manipulated properly, Output ensures that the manipulated data is correctly translated back to a user friendly format. 
EXAMPLES OF APPLICATION CONTROLS

Examples of application controls include: 
· Record Counts – comparing the number of records submitted to processing with the number processed by the computer.
· Batch Totals – comparing the total for a field for the batch and comparing it to the total produced by the computer. The field must make mathematical sense. An example is total hours for payroll.
· Hash Totals – comparing the total for a field for the batch and comparing it to the total produced by the computer. The field does not make mathematical sense. An example is totaling the social security numbers of employees for payroll.
· Edit Listings – the computer reviews information for certain values as it is processed. Employees’ social security numbers are checked against the payroll master file as time cards are entered.
· Check Digits – usually placed on credit cards to verify that account numbers are valid. The computer performs a mathematical operation on the account number and the result should equal the check digit or the credit card is bogus.
· Holograms – a three dimensional engraving on a credit card that is difficult to counterfeit.
· Reasonableness Checks – programmed limits to identify unusual transactions. An example is a payroll routine which identifies employees who work more than a certain number of hours in one week or day.
VARIOUS SYSTEMS

Now let us take a look at some forms of IT systems and the controls which need to be stressed for each one.
· BATCH – probably the easiest system to control as transactions are grouped and processed as a group. An example is most payroll systems. Controlled by record counts, batch and hash totals. 
· ON-LINE – systems are updated for each transaction entered. An example is an airline reservation system. Back up and system access are very important.
· NETWORKS – systems which link computers together. Telecommunication integrity and system access and back up very important.
· DATA-BASE – systems which attempt to place all data for the organization in one large data base. Effective back up and access control particularly within the data base are crucial.
· SERVICE BUREAU – many small organizations rely on a third party to process some or all of their transactions. The service bureau should be looked upon as a part of the organization's system and controls reviewed accordingly.
· Internet – the big concern is corruption from unauthorized access or downloading a file containing a virus. Controls include firewalls and a virus scanning program.
· PC’S – violate all of the principles described above and consequently are nearly impossible to control.
THE COMPUTER AND THE AUDITOR

The auditor has the same responsibilities with respect to an IT system as other parts of the organizations. The auditor's objectives in interfacing with the IT system are to:
· Review Controls 

· Test Account Balances 

· Ensure Programs are running as designed
Interaction between the auditor and IT can take the following forms: auditing around the computer, auditing through the computer, and auditing using the computer. Each is discussed below.
AUDITING AROUND THE COMPUTER

This was the first means of interaction between the auditor and the computer. Under this technique the auditor views the computer as a black box and compares the output produced by the computer to input documents. 

An example is recomputing payroll by comparing a payroll register (output) to time cards, and employee files (input). Three conditions must exist for this method to work: 
· An audit trail, 

· Few transactions, and 
· Relatively simple processing. 

Unfortunately, some if not all of these conditions are missing in most modern IT systems. The auditor must use a more sophisticated audit methodology. 

AUDITING THROUGH THE COMPUTER

In this method, the auditor uses the computer itself to test the functioning of programs. The following are some examples:
· Test Data - the auditor runs a program using dummy data and then compares the results of this program to anticipated results. This method is simple but could backfire if dummy data is not controlled and it pollutes real data.
· Parallel Processing - the auditor runs auditee data using the auditor's computer and compares results to the results obtained using the auditee's computer. 
· Integrated Test Facility - a group of programs placed in a system and controlled by the auditor. Usually used to produce audit trails.
· Code Scanning - the auditor manually or using Computer Assisted Systems Engineering, CASE, software reviews the actual lines of computer program to ensure unauthorized routines are not present.
AUDITING USING THE COMPUTER

The final method of interacting with the computer involves automating basic audit functions. Internal auditors have been found to use the computer most often for:
· Presentations (Powerpoint or Presentations) 

· Word Processing (Microsoft Word or Corell Wordperfect) 

· Spreadsheets (Microsoft Excel or Corel Quattro Pro) 

· Data downloading and manipulation (SAS, or ACL)
ADDITIONAL INFORMATION

Information Technology (IT) auditors are in big demand. The ideal candidate will have a degree in both accounting and information systems or computer science. In addition, the amount of IT knowledge required of ordinary auditors is rapidly growing. Additional information or training can be obtained from the IIA or by contacting the Information Systems Audit and Control Association, ISACA, a professional organization specifically dedicated to IT auditing. ISACA maintains the Certified Information Systems Auditor, CISA, program for those wishing professional certification and recognition as an IT auditor. CISA can be contacted at:

Information Systems Audit and
Control Association (ISACA)
3701 Algonquin Road,
Suite 1010
Rolling Meadows, Illinois 60008
Phone: 847-253-1545
FAX: 847-253-1443
E-Mail: info@isaca.org

Web Site: http://www.isaca.org

The Institute of Internal Auditors recently dedicated a web site for Information Technology Auditing. It is located at 

http://www.itaudit.org/

Assignment: visit the itaudit website. Register as a guest. Look over in the left hand margin for past issues. Click on past issues. I want you to read the series on "Introduction to Computer Auditor" there are six articles in the following back issues: Sept 1, 1998; Oct. 1, 1998; Nov. 15, 1998; Jan 1, 1999; Feb 15, 1999; and April 1, 1999. Write a one page summary of points you found interesting. You don't have to use the usual format. Just give me your impressions of these articles. This is due by the end of the semester and will be case study 5 - Introduction to Computer Auditing.

Don't stop there but visit this website often. Computer auditors are in high demand and make pretty good money.

Return to Module One

http://web.odu.edu/dziegenf


